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L) a1
Mainframes
Mini Computers : "midrange computer”, such as the higher-end SPARC, POWER and Itanium- Ao gia Slpls 2
based systems from Oracle, IBM and Hewlett-Packard. (*) Minicomputers
Servers and Central Processing Units Qi) dallaa i g9 a3l 63 .3
Servers and CPUs
dpaids clala 4
Personal computer PCs )
31‘9.4;4 Glwda 5 alad) 3 34
Laptops Lgliata )
dao clhas 6| 2
Workstations
Y qudal) cliata |7 Apparatuses
Apparatuses accessories &
Visual display units : A monitor or screen which is an electronic visual display for computers. Al pa sl Glaay e Accessories
The display device in modern monitors is typically a thin film transistor liquid crystal display Visual display units. . (Suppl_y,
(TFT-LCD) thin panel & sc. Monitor. [] installation,
iy AT clia s e maintenance,
Storage and retrieval opgr?élon
_ el AL Gl e Technical
Various types of printers. support)

g1 581 CMEAL A gaal) cilailal) @
Various types of scanners

Printers’ ink and toners

&L\Li..ll.h JL)A‘ °
Printers’ inks and toners

Ao gamua g 4y ya 5 34l

Sadniall il o) &l Jagad @
Multimedia preparation.

Embedded system equipment : it is embedded as part of a complete device often including
hardware and mechanical parts, which control many devices in common use today, it contain
processing cores that are either microcontrollers or digital signal processors (DSP).

A ) giall aB23) 3 34 @
Embedded system equipment.

o pes-8

(*) For more details refer to: (en.wikipedia.org/wiki)
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User services support systems, Help Desk Cobilinal) Lasd g o208 560 o
User services support systems
S b8 gl Allbay S s o
Providing human specialists : is the contract between an government organization and local faniiady Wyl e b5 @
privet company act as manpower service provider to support the government organization with | providing human specialists
consulting manpower in different IT categories and positions.
Jasa g i) Jaal) Jiaa
Brief Description Specialized work field
Asigal) gal ) 1
Office or libraries software.
Agale gal .2
Scientific software.
Al a2 .3
Financial software.
HR software : Human recourse which forms the basis for the artificial intelligence program HRL A ) o Al el .4
HR software.
Engineering software : A variety of software programs which are available for the different Agasigh galdl 5 |5 akad gal sl
specialized disciplines of engineering. Examples : AutoCAD-Autodesk - Civil Designer - ... Engineering software. Software

Operating system : is a collection of software that manages computer hardware resources and
provides common services for computer programs. Examples of popular modern operating systems
include Android, BSD, iOS, Linux, Mac OS X, Microsoft Windows,[3] Windows Phone, and IBM
z/OS. All these, except Windows and z/OS, share roots in UNIX. (*)

Aail) Lgana) g Sl ki |

Operating systems and software

Utilities : is system software designed to help analyze, configure, optimize or maintain the
infrastructure for a IT service, often also providing a service using that infrastructure.

A programming tool or software development tool : is a program or application that software
developers use to create, debug, maintain, or otherwise support other programs and applications.

()

Baibunal) il 9291 g cladi) el s

Utilities and tools software.

Graphics& image processing software: A program or collection of programs that enable a
developer to manipulate visual images on a computer. Examples: Adobe Photoshop — Microsoft
Publisher — Picassa ...

el dadlaa g e gua ) el e

Graphics& image processing software.

Axilasy) gal sl
Statistical software.

2]

(*) For more details refer to: (en.wikipedia.org/wiki)
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Multimedia technology software
Multimedia technology software: a combination of text, audio, still image, animation, video, Ao gangdnija el o
interactivity contents forms. Areas of multimedia technologies strongly supports : Mobile Video & Audio software
Technologies - Computer animation 3D Computer games - Computer games - E-marketing - E-
advertising - E-learning
Licenses Renewal (Uasd) 5 3aa) mal g Adlua 11
Licenses Renewal
Brief Description Specialized work field
Acldag5s) 8550l 1 [
Reading and printing equipment O
52 lua g Ll 923 5 g .2 S
Diversion and support equipment 5
ROUTERS. PIIEIAR
o s iiinal 3| T ,f"‘i'
Microfilm retrieval equipment. I Microfilm
SRk 4 equipment

Film copying equipment.

(G g Bk alat B Aaadial) & puals] ) 6 aan 5
Various types of cameras.

ol g kal) ZUY) Baga 481 e 8 3¢l .6
Microfilm quality production monitoring
equipment.

(*) For more details refer to: (en.wikipedia.org/wiki) Page 3 of 20
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Applied development environment : Software that provides comprehensive facilities to Agiplail) Al ghatl) Sl g e g il 930 1 L
computer programmers for application development (Source code editor — compiler and/or | Applied development environment (tools, O
interpreter — build automation tools — debugger ). utilities). O
Data warehouse : is a database used for reporting and data analysis. It is a central repository of alilal) a1 85 )y 2 B
data which is created by integrating data from multiple disparate sources. (*) Database and warehouse management 5
systems. 0
Laapdels 3 M
Software solutions ]
Website or Web site : a site that functions as a point of access to information on the Internet., it i i) adlga @ O
b is a set of related web pages containing content such as text, images, video, audio, etc. A website | Sites O]
is hosted on at least one web server, accessible via a network such as the Internet . (*) O
Portal: a gateway that unifies access to all enterprise information and applications. (*) gy alisdl o 0
1 - Web portal = a site that functions as a point of access to information on the Internet. Portals [
2 - Intranet portal, : a gateway that unifies access to all enterprise information and applications. ila glaal) a2
3 - Enterprise portal = a framework to provide a single point of access to a variety of information Information
and tools. systems
4 - Portal rendering,= an optimization technique in 3D computer graphics.
E-service : (short for electronic service), represents one prominent application of utilizing the use A asyl claadl) o
of Information and communication technologies (ICTs) in different areas. (*) E-services

Content management: is the set of processes and technologies that support the collection,
managing, and publishing of information in any form or medium. (*)

9SSl s giaad i) e
Content management

iCloud is a cloud service developed enables users to store and sync data across devices, including
Mail, Calendar, Photos, Notes, contacts, settings, backups, and files.

g s Llad) o
iCloud

Mobile Application: Design and development Application for Android, iPhone.

g g QoY) B g Clinlal p gl azacal L4
Mobile Application

(*) For more details refer to: (en.wikipedia.org/wiki) Page 4 of 20
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LAN : Local Area Network : is a computer network that interconnects computers in a limited area | 4l (N cula cilds palic i gl g 35 .1
using network media. Al g
Ethernet over twisted pair cabling, and Wi-Fi are the two most common technologies currently used | LAN/WAN.
to build LANs, ARCNET, Token Ring and other technology standards have been used in the past.
*)
WAN : Wide Area Network : is a network that covers a broad area (i.e., any telecommunications
network that links across metropolitan, regional, or national boundaries) using private or public
network transports. The Internet can be considered a WAN as well. (*) G
Cable : is most often two or more wires running side by side and bonded, twisted or braided together ASad Gl 2 :uus
to form a single assembly, it used to carry electric currents. An optical cable contains one or more | Networking Cabling. .JY\
optical fibers in a protective jacket that supports the fibers. (*) ‘ Comput
Network administration : Network management : refers to the activities, methods, procedures, and | 4atiag #1331 481 a9 Cilaad) g S 3 ) & .3 otrcvpulfr
tools that pertain to the operation, administration, maintenance, and provisioning of networked Jlaal) Networks
systems. (*) Network admin, capacity management,
performance monitoring and load follow-
Capacity management: These activities are intended to optimize performance and efficiency, and | up.
to plan for and justify financial investments. (*)
Network monitoring : describes the use of a system that constantly monitors a computer network
for slow or failing components and that notifies the network administrator (via email, SMS or other
alarms) in case of outages. It is a subset of the functions involved in network management. (*)

(*) For more details refer to: (en.wikipedia.org/wiki) Page 5 of 20
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Website monitoring : is the process of testing and verifying that end-users can interact with a
website or web application. Website monitoring is often used by businesses to ensure that their sites
are live and responding., also used to verify that a domain (and web site) is not only responding
properly, but has not been hacked, blacklisted or hijacked. (*)

Network load balancing : is the ability to balance traffic across two WAN links without using
complex routing protocols. This capability balances network sessions like Web, email, etc. over
multiple connections in order to spread out the amount of bandwidth used by each LAN user, thus
increasing the total amount of bandwidth available, it is commonly used to provide network
redundancy. Finally, most network load balancing systems also incorporate the ability to balance
both outbound and inbound traffic. Inbound load balancing is generally performed via dynamic
DNS. (*)

Load distribution devices: distribute workload across multiple computers or a computer cluster,
network links, central processing units, disk drives, or other resources.

Jaal aisisgal 4
Load distribution devices.

R

Brief Description

Specialized work field

Internet service providers (ISPs) : is a company that provides organizations with consulting, legal,
real estate, education, communications, storage, processing, and many other Internet services, it is
more generally used to refer to third party or outsourced suppliers. (*)

L AN dadd a3 L1

Service provider.

() adla 2

Sub-ISP.

Web Hosting: A service that allows you to display and publish your site's content on the web.

(Cloud) gdse ddLaiv) 3

Web Hosting.

Gladd
<l A
Internet
services

(*) For more details refer to: (en.wikipedia.org/wiki)
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Network switch : is a computer networking device that links network segments or network devices. (*) iy Jiig elall 8 j¢al .1

Data transfer and communication devices.
1.Hub, or Repeater : is a simple network device. Hubs do not manage any of the traffic that comes
through them. Any packet entering a port is flooded out or "repeated" on every other port, except
for the port of entry. Hub's operate at OSI Model/ Layer 1 (physical layer - end-to-end connection).

™)

2.Bridge = is to interconnect a small number of devices in a home or the office. Bridge's operate at
OSI Model/ Layer 2 (data link layer). (*)

3.Router : is a device that forwards data packets between computer networks, creating an overlay
internetwork. A router is connected to two or more data lines from different networks. When a data
packet comes in one of the lines, the router reads the address information in the packet to determine
its ultimate destination. Then, using information in its routing table or routing policy, it directs the

packet to the next network on its journey. Router's Bridge's operate at OSI Model/ Layer 3 (network a"é&‘: ) i
layer). (*) ala
transfer

(*) For more details refer to: (en.wikipedia.org/wiki) Page 7 of 20
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4.Firewall : is used to keep a network secure. Its primary objective is to control the incoming and
outgoing network traffic by analyzing the data packets and determining whether it should be allowed
through or not, based on a predetermined rule set. Firewalls operate at OSI Model/ Layer 4
(transport layer). Note: Firewall can also be software-based. (*)

Modem : is a device that modulates an analog carrier signal to encode digital information, and also
demodulates such a carrier signal to decode the transmitted information. The goal is to produce a signal
that can be transmitted easily and decoded to reproduce the original digital data. Modems. (*)

Satellite Modem or Sat Modem : is a modem used to transform an input bit stream to a radio signal and
vice versa, using a communications satellite as a relay. (*)

Data transmission, digital transmission, or digital communications : is the physical transfer of data
over a point-topoint or point-to-multipoint communication.

The data are represented as an electromagnetic signal, such as an electrical voltage, radio wave,
microwave, or infrared signal. While analog transmission is the transfer of a continuously varying
analog signal, digital communications is the transfer of discrete messages, SMS. (*)

Data transfer can be done in any of three modes: -
«  Stream mode: Data is sent as a continuous stream, relieving FTP from doing any processing.
Rather, all processing is left up to TCP.
- Block mode: FTP breaks the data into several blocks (block header, byte count, and data field)
and then passes it on to TCP, End-of-file indicator is needed.
« Compressed mode: Data is compressed using a single algorithm (usually run-length
encoding).

Web service : is a method of communication between two electronic devices over the World Wide Web.
A Web service is a software function provided at a network address over the web or the cloud, it is a
service that is "always on" as in the concept of utility computing. (*)

Video conference or Video teleconference : are set of telecommunication technologies which allow
two or more locations to communicate by simultaneous two-way video and audio transmissions, it is
designed to serve a conference or multiple locations. (*)

(ila gl JA1 g Ll alii 2
Communication and information transfer
systems.
Al Jibu ) @
SMS.
RS Juail o
Video Conference.

Sl gleall Jad
Data
transfer

(*) For more details refer to: (en.wikipedia.org/wiki) Page 8 of 20
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Electronic corresponded system: generically it is a system for any electronic document transmission, 9 AN Sl ) Aalaif |3
of exchanging digital messages from an author to one or more recipients. Electronic corresponded system.
Some packages used to help enterprises for managing their correspondent, content and business processes
framework for developing custom enterprise systems and offering much functionality out of the box and
capable of being customized to manage a specific business process. DAW
Brief Description Specialized work field
A Gluaady cuda i 1
Computer room preparation and
Cablings.
Al Y claadl) 2 i
Electronic services. Cﬁbs‘_t*““* .
ite

Electronic services portlets and units : are interface software components that are managed and
displayed in a web portal. A portal page is displayed as a collection of hon-overlapping portlet windows,
where each portlet window displays a service portlet. Some examples of portlet applications are email,
weather reports, discussion forums

Al daadd) Lalaiig 5 3gal o

KIOSK Self-Service KIOSKs
KIOSK provides hardware & software

:\1\3‘9}'&\ Gladd ﬁm Blia o
KIOSK

Smart building equipment : A building directed by control system. The control system is a computerized,
intelligent network of electronic devices designed to monitor and control the mechanical, electronics, and

A Alsal) <l Jagas |3
Smart building equipment.

preparation

(*) For more details refer to: (en.wikipedia.org/wiki) Page 9
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lighting systems in a building. It is automation may include centralized control of lighting, HVAC
(heating, ventilation and air conditioning), appliances, and other systems, to provide improved
convenience, comfort, energy efficiency and security.
Agelaall aly ) 4
UPS.
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Brief Description Specialized work field
IT Research, studies, and experimental development: is formal work undertaken systematically to L 915385 Jlaa (4 a5 sl 2l 1455 1
increase the stock of knowledge, and the use of this stock of knowledge to devise new applications. It is (e glaall
used to establish or confirm facts, reaffirm the results of previous work, solve new or existing problems, | IT research and studies.
support theorems, or develop new theories. A research project may also be an expansion on past work in
IT. (%) il iy

Consultancy services : is an Information technology consulting (also called Computer consultancy,
Computing consultancy, technology consulting business and technology services or IT advisory) is a field
that focuses on advising IT businesses on how best to use information technology to meet their business
objectives. In addition to providing advice, IT consultancies often estimate, manage, implement, deploy,
and administer IT systems on businesses' behalf, known as Outsourcing. (*)

_%Jm‘ﬂ Cilaadly ﬁfﬂ .2
Providing consultancy services.

Consultancy

(*) For more details refer to: (en.wikipedia.org/wiki) Page 10 of 20
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Specific training.
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Supportive training. Training

(*) For more details refer to: (en.wikipedia.org/wiki) Page 11 of 20
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Brief Description Specialized work field
Document imaging system : is an information technology category for systems capable of replicating Agig N A8d g gl By L1

documents commonly used in business. It is a software-based computer systems that capture, store and | Image systems.
reprint images. Document imaging systems can take many forms including microfilm, on demand
printers, facsimile machines, copiers, multifunction printers, document scanners, computer output
microfilm (COM) and archive writers. (*)

The Documents Preservation and Retrieval System stores images of documents in the computer using Gl gl sl g Bada T 2

scanners, and then retrieves them upon request. A document preservation and retrieval
system

Computer-aided design (CAD), also known as computer-aided drafting (CAD) or computer-aided (aidigd) asaalll 3

design and drafting. CAD/CAM.

(*) For more details refer to: (en.wikipedia.org/wiki) Page 12 of 20
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(CADD) : is the use of computer systems to assist in the creation, modification, analysis, or optimization
of a design. (*)

dalal) ala
Computer-aided manufacturing (CAM) : is the use of computer software to control machine tools and dedicated
related machinery in the manufacturing of work pieces System

CAM : is a subsequent computer-aided process after computer-aided design (CAD) and sometimes
computer-aided engineering (CAE), as the model generated in CAD and verified in CAE can be input
into CAM software, which then controls the machine tool. (*)

Geographic information system (GIS): is a system designed to capture, store, manipulate, analyze,
manage, and present all types of geographical data.

In a general sense GIS describes any information system that integrates, stores, edits, analyzes, shares,
and displays geographic information for informing decision making. GIS applications are tools that allow
users to create interactive queries (user-created searches), analyze spatial information, edit data in maps,
and present the results of all these operations. (*)

Global Positioning System (GPS) : is a satellite-based radionavigation system .

il A Azt g 48) jaal) cila glaal)
GIS system.
GPS

Baa) g 43085 daia (pe Lgdaindi aly Apaund ) il g Al gadi Aaa g dalay Jaaly Jard) (lSa 313Y JalSia ol
Integrated Systems An integrated workplace management system featuring a software platform that
integrates five key functions, operated from a single technology platform.

ALalgial) alail)
Integrated Systems

Information security (sometimes shortened to InfoSec) : is the practice of defending information
from unauthorized access, use, disclosure, disruption, modification, perusal, inspection, recording or
destruction. It is a general term that can be used regardless of the form the data may take (electronic,
physical, etc...). (*)

(ba laall )
Information security.

Protection Mechanisms : are built into a computer architecture to support the enforcement of security
policies. A simple definition of a security policy is "to set who may use what information in a computer
system".

e Antivirus or anti-virus software : is software used to prevent, detect and remove malware (of
all descriptions), such as: computer viruses, malicious BHOs, hijackers, ransomware, key
loggers, backdoors, rootkits, Trojan horses, worms, malicious LSPs, dialers, fraud tools, adware
and spyware.

Al aja g el @
Protecting packages.

(*) For more details refer to: (en.wikipedia.org/wiki) Page 13 of 20
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e Anti-spyware : Software Spyware is software that aids in gathering information about a person dualal) aladl
or organization without their knowledge and that may send such information to another entity dedicated
without the consumer’s consent, or that asserts control over a computer without the consumer's System

knowledge.
A spyware infestation can create significant unwanted CPU activity, disk usage, and network
traffic. Stability issues, such as applications freezing, failure to boot, and system-wide crashes

are also common. Spyware, which interferes with networking software, commonly causes
difficulty connecting to the Internet.

Anti-spyware is a number of techniques have emerged to counteract spyware. These include programs

designed to remove or block spyware, as well as various user practices which reduce the chance of getting
spyware on a system.

Anti-Spam software :To prevent email spam (aka unsolicited bulk email), both end users and
administrators of email systems use various anti-spam techniques. Some of these techniques
have been embedded in products, services and software to ease the burden on users and
administrators. No one technique is a complete solution to the spam problem, and each has
tradeoffs between incorrectly rejecting legitimate email vs. not rejecting all spam, and the
associated costs in time and effort.

Anti-spam techniques can be broken into four broad categories: those that require actions by individuals,
those that can be automated by email administrators, those that can be automated by email senders and
those employed by researchers and law enforcement officials.

Anti-spam appliances : are computer hardware appliance devices integrated with on-board
software that implement anti-spam techniques (e-mail) and/or anti-spam for instant messaging
(also called "spim™) and are deployed at the gateway or in front of the mail server. They are
normally driven by an operating system optimized for spam filtering. They are generally used
in larger networks such as companies and corporations, ISPs, universities, etc.

Encryption software : is software whose main task is encryption and decryption of data,
usually in the form of files on (or sectors of) hard drives and removable media, email messages,
or in the form of packets sent over computer networks.

Encryption software executes an algorithm that is designed to encrypt computer data in such a way that
it cannot be recovered without access to the key. Software encryption is a fundamental part of all aspects
of modern computer communication and file protection and may include features like file shredding.

(*) For more details refer to: (en.wikipedia.org/wiki)

Page 14 of 20


http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Central_processing_unit
http://en.wikipedia.org/wiki/Central_processing_unit
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spyware
http://en.wikipedia.org/wiki/Anti-spam_techniques
http://en.wikipedia.org/wiki/Anti-spam_techniques
http://en.wikipedia.org/wiki/Anti-spam_techniques
http://en.wikipedia.org/wiki/Anti-spam_techniques
http://en.wikipedia.org/wiki/Email_spam
http://en.wikipedia.org/wiki/Email_spam
http://en.wikipedia.org/wiki/System_administrator
http://en.wikipedia.org/wiki/System_administrator
http://en.wikipedia.org/wiki/Computer_appliance
http://en.wikipedia.org/wiki/Computer_appliance
http://en.wikipedia.org/wiki/Anti-spam_techniques_(e-mail)
http://en.wikipedia.org/wiki/Anti-spam_techniques_(e-mail)
http://en.wikipedia.org/wiki/Anti-spam_techniques_(e-mail)
http://en.wikipedia.org/wiki/Anti-spam_techniques_(e-mail)
http://en.wikipedia.org/wiki/Anti-spam_techniques_(e-mail)
http://en.wikipedia.org/wiki/Anti-spam_techniques_(e-mail)
http://en.wikipedia.org/wiki/Instant_messaging_manager
http://en.wikipedia.org/wiki/Instant_messaging_manager
http://en.wikipedia.org/wiki/Instant_messaging_manager
http://en.wikipedia.org/wiki/Instant_messaging_manager
http://en.wikipedia.org/wiki/Instant_messaging_manager
http://en.wikipedia.org/wiki/Gateway_(computer_networking)
http://en.wikipedia.org/wiki/Gateway_(computer_networking)
http://en.wikipedia.org/wiki/Mail_server
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/E-mail_spam
http://en.wikipedia.org/wiki/Mail_filter
http://en.wikipedia.org/wiki/Mail_filter
http://en.wikipedia.org/wiki/Mail_filter
http://en.wikipedia.org/wiki/Software
http://en.wikipedia.org/wiki/Software
http://en.wikipedia.org/wiki/Encryption
http://en.wikipedia.org/wiki/Encryption
http://en.wikipedia.org/wiki/Decryption
http://en.wikipedia.org/wiki/Decryption
http://en.wikipedia.org/wiki/Hard_drive
http://en.wikipedia.org/wiki/Hard_drive
http://en.wikipedia.org/wiki/Removable_media
http://en.wikipedia.org/wiki/Removable_media
http://en.wikipedia.org/wiki/Email
http://en.wikipedia.org/wiki/Email
http://en.wikipedia.org/wiki/Email
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Encrypt
http://en.wikipedia.org/wiki/Encrypt

ramadtd) Jaad) Jloed 32~ g T 95

Brief description for specialized work field

The purpose of encryption is to prevent third parties from recovering the original information. This is
particularly important for sensitive data like credit card numbers.

o Firewall = is used to keep a network secure. Its primary objective is to control the incoming
and outgoing network traffic by analyzing the data packets and determining whether it should
be allowed through or not, based on a predetermined rule set. Note : Firewall can also
hardware-based operate at OSI Model/ Layer 4 (transport layer).

e An intrusion detection system (IDS ) : is a device or software application that monitors
network or system activities for malicious activities or policy violations and produces reports
to a management station. Some systems may attempt to stop an intrusion attempt, but this is
neither required nor expected of a monitoring system. Intrusion detection and prevention
systems (IDPS) are primarily focused on identifying possible incidents, logging information
about them, and reporting attempts.

e Anti keylogger (or anti keystroke logger) : is a type of software specifically designed for the
detection of keystroke logger software; often, such software will also incorporate the ability to
delete or at least immobilize hidden keystroke logger software on your computer. In
comparison to most anti-virus or anti-spyware software, the primary difference is that an anti
keylogger does not make a distinction between a legitimate keystroke logging program and an
illegitimate keystroke logging program (such as a virus); all keystroke logging programs are
flagged and optionally removed, whether they appear to be a legitimate keystroke logging
software or not.

e Anti-Subversion Software : Software subversion is the process of making software perform
unintended actions either by tampering with program code or by altering behavior in another
fashion.

Anti-Subversion Software detects subversion and attempts to stop the effects of the hack.

Security software : is a generic term referring to any computer program or library whose purpose is to
(help to) secure a computer system or a computer network. (*)

Computer security =The field covers all the processes and mechanisms by which computer-based
equipment, information and services are protected from unintended or unauthorized access, change or
destruction. This included not only protection from unauthorized activities or untrustworthy individuals,
but also from unplanned events and natural disasters.

Aga padl) g Ay pdd) il 2 @
Security & privacy software.

dalal) alaity
dedicated
System

(*) For more details refer to: (en.wikipedia.org/wiki) Page 15 of 20
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Network security : consists of the provisions and policies adopted by a network administrator to
prevent and monitor unauthorized access, misuse, modification, or denial of a computer network and
network-accessible resources. Network security involves the authorization of access to data in a Aualal) uhi)
network, which is controlled by the network administrator. Users choose or are assigned an ID and dedicated
password or other authenticating information that allows them access to information and programs System

within their authority. Types of security software like: (*)

Information privacy, or data privacy : is the relationship between collection and dissemination of data,
technology, the public expectation of privacy, and the legal and political issues surrounding them.
Privacy concerns exist wherever personally identifiable information is collected and stored — in digital
form or otherwise. Improper or non-existent disclosure control can be the root cause for privacy issues.
Data privacy issues can arise in response to information from a wide range of IT data sources. (*)

Information Assurance: The act of ensuring that data is not lost when critical issues arise. These
issues include but are not limited to; natural disasters, computer/server malfunction, physical theft, or
any other instance where data has the potential of being lost. Since most information is stored on
computers in our modern era, information assurance is typically dealt with by IT security specialists.
One of the most common methods of providing information assurance is to have an off-site backup of
the data in case one of the mentioned issues arise. (*)

Internet security : is a branch of computer security specifically related to the Internet, often involving
browser security but also network security on a more general level as it applies to other applications or
operating systems on a whole. Its objective is to establish rules and measures to use against attacks over
the Internet. The Internet represents an insecure channel for exchanging information leading to a high
risk of intrusion or fraud, such as phishing. Different methods have been used to protect the transfer of
data, including encryption. Intrusion (IDS).

A system monitor (SM) in systems engineering = is a process within a distributed system for
collecting and storing state data. This is a fundamental principal supporting Application Performance
Management. (*) The performance of the monitoring system has two aspects:
e Impact on system domain or impact on domain functionality: Any element of the monitoring
system that prevents the main domain functionality from working is in-appropriate. Ideally the
monitoring is a tiny fraction of each application’s footprint, requiring simplicity. The monitoring

aSail) g ey A8 pall 3 3¢l gal g Aaiil o
Monitoring and control systems.

(*) For more details refer to: (en.wikipedia.org/wiki) Page 16 of 20
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function must be highly tunable to allow for such issues as network performance, improvements
to applications in the development life cycle, appropriate levels of detail, etc. Impact on the
systems' primary function must be considered.
e Efficient monitoring or ability to monitor efficiently: Monitoring must be efficient, able to handle
all monitoring goals in a timely manner, within the desired period. This is mostly related to
scalability. Various monitoring modes are discussed below. Lualdl) aliit)
dedicated
There are many issues involved with designing and implementing a system monitor. Here are a few issues System

to be dealt with:

e CCTV

e Configuration.
e Protocol.

e Performance.
e data access.

ID Card Readers : are electronic devices that can read plastic cards embedded with either a barcode,
magnetic strip, computer chip or another storage medium. (*)

Memory Card Reader : is a device used for communication with a smart card or a memory card. (*)
Magnetic Card Reader : is a device used to read magnetic stripe cards, such as credit cards.[1] A
business card reader is a device used to scan and electronically save printed business cards. (*)

ID Card Printers : are used worldwide to print secure identification cards, payment cards,
authorization cards, and visitor badges for corporate, educational, and other uses. These electronic
card printers come with a Card Feeder and Output card hopper to facilitate bulk printing, reduce
resource utilization, and automate volume printing. The Card Feeder can fed cards into the Printer,
one-by-one, while the output card hopper can hold printed cards. Different card printers can accept
different card thickness and dimensions. The most common dimensions are 85.60 x 53.98 mm, where
most of the printers can accept variable dimensions at the same time. (*) ID card Printers Types:

e Single Sided ID Card Printer.

e Double Sided ID card Printer.
Different ID Card Printers use different encoding techniques to facilitate disparate business
environments and to support security initiatives, like:

e Contact Smart Card.

Al clBUayl) dslida g 368 5 jgal g Aaliil o
Reading / printing devices and smart 1D
solutions.

(*) For more details refer to: (en.wikipedia.org/wiki) Page 17 of 20
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e Contactless Smart Card.
e 1SO Magnetic Stripe.
e HiD Proximity.
Smart products: In general, physical worlds and digital representations become tightly
interconnected, so that manipulations in either would have effect on the other. Al Bl
Integration of information and communication technologies into products anywhere and anytime dedi "h‘;
enable new forms of mobile marketing in respect to situated marketing communication, dynamic Seys"t::rtr?

pricing models and dynamic product differentiation models.

Recent innovations in mobile and sensor technologies allow for creating a digital representation of almost
any physical entity and its parameters over time at any place. RFID technologies, for instance, are used
to ground digital representations, which are used to track and geo-reference physical entities.

Smart products are specializations of hybrid products with physical realizations of product categories
and digital product descriptions. (*)

Electronic authentication (E-authentication): is the process of establishing confidence in user
identities electronically presented to an information system. E-authentication presents a technical
challenge when this process involves the remote authentication of individual people over a network, for
the purpose of electronic government and commerce. (*)

Electronic Identity Card (*'elD™ or "EIC"): is a government-issued identity card for online and offline
identification.

Apart from online authentication many EICs also give users the option to sign electronic documents with
a digital signature. The EIC has the format of a regular bankcard, with printed identity information on
the surface (such as personal details and a photograph) as well as an embedded microchip. (*)

QR code (Quick Response Code): is a type of matrix barcode (or two-dimensional barcode). A barcode
is a machine-readable optical label that can contain information about the item to which it is attached.

lisgdly (Ao AN Ganail) Jolag alii @
Ayl sy
Electronic authentication and
Electronic ID’s.

QR Code

Intrusion prevention systems (IPS), also known as intrusion detection and prevention systems
(IDPS), are network security appliances that monitor network and/or system activities for malicious
activity. The main functions of intrusion prevention systems are to identify malicious activity, log
information about said activity, attempt to block/stop activity, and report activity.

Intrusion prevention systems are considered extensions of intrusion detection systems because they both
monitor network traffic and/or system activities for malicious activity. The main differences are, unlike

(Bl A Chds alii o
Intrusion detection prevention system
(IDPS).

(*) For more details refer to: (en.wikipedia.org/wiki) Page 18 of 20
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intrusion detection systems, intrusion prevention systems are placed in-line and can actively
prevent/block intrusions that are detected. (*)
Attendance systems ) ) palN) g guand) dalisl 7
Aadl | Fingerprint system.
Interactive voice response (IVR) : is a technology that allows a computer to interact with humans (Al adaiu) dakif 8
through the use of voice and DTMF tones input via keypad. In telecommunications, IVR allows IVR IP telephony.
customers to interact with a company’s host system via a telephone keypad or by speech recognition, Aualil) ala)
after which they can service their own inquiries by following the IVR dialogue. (*) .
dedicated
System

IP telephony : refers to all use of IP protocols for voice communication by digital telephony systems,
while VolIP is one technology used by IP telephony to transport phone calls. (*)

Note: The terms (IVR) are distinct and mean different things to traditional telecommunications
professionals, whereas emerging telephony and VVolP professionals often use the term IVR as a catch-all
to signify any kind of telephony menu, even a basic automated attendant. The term voice response unit
(VRU) is sometimes used as well. (*)

Payment System: is a system used for transferring money. What makes it a ""system" is that it employs
cash-substitutes; traditional payment systems are negotiable instruments such as drafts (e.g., checks)
and documentary credits such as letter of credits. With the advent of computers and electronic
communications a large number of alternative electronic payment systems have emerged. These
include debit cards, credit cards, electronic funds transfers, direct credits, direct debits, internet
banking and e-commerce payment systems. Some payment systems include credit mechanisms, but
that is essentially a different aspect of payment. Payment systems are used in lieu of tendering cash in
domestic and international transactions and consist of a major service provided by banks and other
financial institutions.

Payment systems may be physical or electronic and each has their own procedures and protocols.
Standardization have allowed some of these systems and networks to grow to a global scale, but there
are still many country and product specific systems. Examples of payment systems that have become
globally available are credit card and automated teller machine networks. Specific forms of payment
systems are also used to settle financial transactions for products in the equity markets, bond markets,
currency markets, futures markets, derivatives markets, options markets and for transfer funds between
financial institutions both domestically using clearing and Real Time Gross Settlement (RTGS)
systems and internationally using the SWIFT network.

E-Payment System.

(2ad) AT ada ST
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The term electronic payment can refer narrowly to e-commerce - a payment for buying and selling
goods or services offered through the Internet, or broadly to any type of electronic funds transfer.

sl i) datasi .10
E-Passport issuing system.
Project management software has a capacity to help plan, organize, and manage resource pools and Lo bdiall Bl ki A1

develop resource estimate. Depending on the sophistication of the software, resource including
estimation and planning, scheduling, cost control and budget management, resource allocation,
collaboration software, communication, decision-making, quality management and documentation or
administration systems.

Project management system.

VMware & Citrix cilial) A8 acal) 5 )a) adad) 485 5 1) Aalail 12
Technical support administration system & virtual infrastructure admin system. (a2
Technical support administration
system
Aok Akl 13
Medical Systems.
As it is considered one of the smart solutions to solve the problem of queues, as it helps employees to Lo9l) kit dalaif 14
work and serve customers efficiently and regularly. As the system regulates the time, which leads to a Role regulation systems.
reduction in waiting time and speed in performing the service.
What is placed on an electronic editor and takes the form of letters, numbers, symbols, signs, or others, (P9 A &b gl) a3 15
and has a unique character that allows identifying the person of the signatory and distinguishes him Electronic signature.
from others.
A smart meter: is an electronic device that records information such as consumption of electric energy, ASi cialmd) (16
voltage levels, current, and power factor. Smart meters communicate the information to the consumer Smart meter.
for greater clarity of consumption behavior, and electricity suppliers for system monitoring and
customer billing.
Asset Management, RFID: The best asset tracking software to reduce lost equipment, increase AN J g e allii 17

productivity, and eliminate unnecessary asset costs.

Asset Management, RFID

Data bank: is a repository of information on one or more subjects that is organized in a way that
facilitates local or remote information retrieval. A data bank may be either centralized or decentralized.
In this sense, data bank is synonymous with database. (*)

Agila glaal) Ao g gall 5 cila glaall & ghy ciladd 4

Data banks services & Information
encyclopedia.
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